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Rust R B FFIENRANERERESNG, EHFEEELET 90% L ENRAESIR. BHBEMHITUTER
{ERY, WATEA unsafe R:

/1 #RS|FAHREE
let raw_ptr = &42 as *const i32;

let value = unsafe { *raw_ptr };

// AR unsafe ER%X
unsafe {
libc: :printf("Hello from C\0".as_ptr() as *const i8);

}

XRBIERE: unsafe RIBASH T, EEWRRETFFELERTERAERT Rust NRLRL. HET
Veo<T> WL R IARA| — HNEARER unsafe K13, BEIFENRHRIGT, HIRBRERLM
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2.1 HERISTIRME

EEER—NREHNEEXENSE:

struct SafeIter<T> {
ptr: *const T,
end: *const T,

_marker: std::marker::PhantomData<T>,
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impl<T> Safelter<T> {
pub fn new(slice: &[T]) -> Self {
let ptr = slice.as_ptr();

let end = unsafe { ptr.add(slice.len()) };
Self {
ptr,
end,
14 _marker: std::marker::PhantomData,

impl<T> Iterator for Safelter<T> {
20 type Item = &'static T;

22 fn next(&mut self) -> Option<Self::Item> {
if self.ptr == self.end {

24 None
} else {
26 let current = unsafe { &*self.ptr };

self.ptr = unsafe { self.ptr.add(1) };

28 Some(current)
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22 RERFWNE

YRELNBEHELZN, AJLUEB) Send M Sunc trait:

1| struct ThreadSafeBuffer<T> {
data: *mut T,

3 len: usize,
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/] FEIRCiZER A LIEEE
unsafe impl<T> Send for ThreadSafeBuffer<T> where T: Send {}
unsafe impl<T> Sync for ThreadSafeBuffer<T> where T: Sync {}

impl<T> ThreadSafeBuffer<T> {
pub fn write(&self, index: usize, value: T) {
unsafe {

std::ptr::write(self.data.add(index), value);

BiL unsafe impl EXFARENZ2EY, FENFAZEAR where T: Send HFERHNEEIENLELZ S
%, XMEXELMTHIBIBREWRLAHEE,

3 ZeWIISTAESH

3.1 Miri BYSEEERFE

ZEUTEUSEMNNRE:

fn dangling_pointer() -> &'static i32 {
let x = 42;

unsafe { &*(&x as *const i32) }

fER Miri $11T cargo +nightly miri run IZEMENRISEFEHEM:

error: Undefined Behavior: using stack value after return
--> src/main.rs:3:14

|
3 | unsafe { &*(&x as *const i32) }
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3.2 1R SE R

T RRFRERNE, AILUER cargo fuzz #ITEAMIR:

/] fuzz_targets/mem_ops.rs
fuzz_target!(|data: &[u8]| {
let mut buffer = Vec::with_capacity(data.len());

unsafe {
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std: :ptr::copy_nonoverlapping(
data.as_ptr(),
buffer.as_mut_ptr(),

data.len()
DE
buffer.set_len(data.len());
1
assert_eq! (&buffer, data);
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4 =SSR
4.1 REBEUREFREH

HEiRTHI:

let mut data: i32;
unsafe {

std::ptr::write(&mut data as *mut i32, 42);

1
println!("{}", data); // UB!

IEHMCERN fER MaybeUninit:

let data = unsafe {
let mut uninit = std::mem::MaybeUninit::<i32>::uninit();
std::ptr::write(uninit.as_mut_ptr(), 42);
uninit.assume_init()

bs

MaybeUninit @it B RFEFIERF A E BNV IEBVBMRES, BRIEERVIBHAERNXE,

42 ‘ErnAHARRZEA
ZEUTEBEREEHTE:

fn create_dangling() -> &'static [i32] {
let arr = vec![1, 2, 3];
let slice = &arr[..];

unsafe { std::mem::transmute(slice) }
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ZAIEET transmute SBITERKESR AR, ELFRESERIBROEILAER. EHBMHBCENGER Box: :leak
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fn valid_static() -> &'static [i32] {
let arr = Box::new([1, 2, 3]);

Box: :1leak(arr)

5 #HMZ=: FFl f2HE

5 CiEEXRER, rIRALUTEIR:

mod ffi {
#[repr(C)]
pub struct CContext {

handle: #*mut std::ffi::c_void,

extern"C"{
pub fn create_context() -> *mut CContext;

pub fn free_context(ctx: *mut CContext);

pub struct SafeContext {

inner: *mut ffi::CContext,

impl SafeContext {
pub fn new() -> Option<Self> {
let ptr = unsafe { ffi::create_context() };
if ptr.is_null() {
None
} else {
Some(Self { inner: ptr })

impl Drop for SafeContext {
fn drop(&mut self) {



30 unsafe {

ffi: : free_context(self.inner);
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- BEhZFFEE (B Drop trait)
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